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Personalized Health Care

Automated
Systems

Lifetime Treatment
"""" Pre-symptomatic Treatment
CA Diagnosis
) R —
Translational
~~~~~~~~ - Medicine Molecular Medicine

' Genetic Predisposition Testing

\

Information
Correlation

Clinical Genomics

Revolutionary Technology

15t Generation

Diagnosis Health Care

Today D|g|ta| Imaglng \\

Data and Systems Integratlon

Distributed High-Throughput Analytics

Non-specific Organized Personalized
(Treat Symptoms) (Error Reduction) (Disease Prevention)
Evolutionary Practices
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Patient
Self-Service
Portals

Disease Management,
Surveillance & Analysis

eHealth Applications,
eHealthRecord, ePrescription, ...

Primary Care Systems, Patient Registries,
Health Care Professional Registries,
Provider Registries

Secure& Standard E-Health
Network and Integration Infrastructure
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Healthcare Systems and Professionals Are
Plagued by Operational Challenges

Jf;ugu&?@wm

Estimated Annual Cost of Operational $910 Billion

Inefficiencies on Healthcare System ($B) Estivatad sl sk

of inefficiencies in the
U.S. healthcare system

= Failures of Care Delivery i
® Failures of Care Coordination L provision of Care
= Overtreatment

® Pricing Failures
® Fraud and Abuse . Failure of Health System

m Administrative Complexity

Lack of automation is prevalent in the industry. The majority of the inefficiencies and waste
in the healthcare system relates to administrative complexity, pricing failures and fraud and

abuse. Overlaying electronic documentation support and data analytics tools across these
disparate data silos will better identify outliers and lower total systematic costs.

OISL:J el );5.5 Digital Health Report 21
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HIS interoperability maturity model domains and subdomains

Human
resources

HIS
interoperability
moniforing &
evaluation

National :
HIS enterprise de\(,gfé';f%m
architecture Tocdeirrd

Hardware standards

HIS
subsystems

Technology

Financial

Operatjons management

_an
maintenance
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Governance
structure for HIS

Leadership and

governance

Interoperability

guiding
documents

Data ethics

Compliance with
data exchange
standards
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Maturity model (Health information System)

Domain

Leadership

governance

The country lacks
HIS canacitv or doas
ne

Sy

al

Subdomain

Chul Kew IEPIUSEI n
isolated, ad hoc efforts.

Governance
structure for HIS

Evolving goveming body
for health information
systems (HIS) is constituted
on a case-by-case basis
OR no govemning body
exists.

Interoperability
guidance
documents’

emented on a case-
Dy-case basis.

The country has defined

HIS nracessas and

i UllgUllly |IIUIIIIUIIII9
or measurement
protocol exists.

An HIS governing body
is formally constituted
and has a scope of work
that includes the people
responsible for data
governance oversight.
The govemning body
oversees interoperability
directly or through a
separate technical
(TWG).

The country has
documentad HIS

Levels

}JCIIUIIIIUII\.C llIUlIIIUIIIIy,
quality improvement,
and evaluation are
systematically used.

The HIS goveming
body conducts regular
meetings with stakeholder
participation.

A

Government and
stakehaolders uise the

The HIS govemning body is
government-led, consults
with other ministries, and
monitors implementation
of HIS interoperability using
a work plan. It mobilizes
resources—financial,
human resources (HR), and
political—to accomplish its
godls.

level 5: Optimized

The government and

stakeholders routinely
view interoperability
ctivities and modify
em to adapt to

cnanging conditions.

The HIS governing body
is legally protected from
interference or organizational
changes. The HIS governing
body and its TWGs are
nationally recognized as the
lead for HIS interoperability.
The governing body works

in licison with other similar
working groups regionally
and/or around the world.

interoperability guidance
documents.

Interoperability guidance
documents developed,
tested, and adopted,
and include reference
terminologies and
technical standards for
data exchange.

The interoperability
guidance documents are
government-owned. They
are consistently used and
referenced in efforts to
guide implementation of
HIS interoperability.

Processes are in place

to regularly monitor

the implementation

of the interoperability
guidance documents. The
interoperability guidance
documents are regularly
reviewed and updated
based on lessons learned
bm implementation.

ese documents reflect
ermational best practices.
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Sample radar graph for domains

Leadership and
governance

Human resources

Technology

1 el 55
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Sample radar graph for the technology domain

National HIS
enterprise architecture

5

4

Hardware Technical standards

Communication

Dat
network ata management

Operations and

, HIS subsystems
maintenance
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Stage |

* [solated and fragmented data analysis
solutions

* Heavy and complex production of
internal and external reports

® Data integrity issues

* Inability to handle large volumes and
variety of data

® Problems when collecting data from
different systems

® Lack of analytical and IT resources

® Use of spreadsheets and local
database

R
]
£
[
=
©
©
-
©
o
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Stage Il

® Key data collection and integration

© Centralized data repositories

* Automated production of internal
reports

* Automated production of daily
metrics available on BI platforms

® Daily productivity is automatically
estimated and delivered to managers

® Ability to drill down from a summary
to the particular conditions of the
patient

Stage Il

 Efficient and consistent report
production and adaptability to
changing requirements

® Decreased variability in healthcare
processes and increased focus on
internal optimization and waste
reduction

® Senior managers monitor productivity|
in terms of staff and combination of
skills

® Department managers monitor daily
productivity results on their
dashboards

Stage IV

 Patient care is adjusted, based on
metrics

 Final users have started to incorporate
analytical patient data, including big
data, in operations and daily tasks

* Costs and quality are monitored via
organizational performance
dashboards

* Financial results and clinical patient
data form a competitive advantage to
increase profit

Stage V

® Organizational processes for
intervention are supported by
predictive risk models

¢ Clinical risk intervention, modelling
and predictive analysis

 Full integration of service line data in
the strategic planning process

* Existence of an Analytics Ecosystem
that supports innovation and data
exploitation

® Clinical outcomes screened with data
warehouses and big data sources

* Alarm management or clinical data
intelligence production

Stage VI

* Adoption of personalized medicine
and prospective analyzes

 Patient care adjustment based on
population results and genetic data

© All valuable data are available for
analysis and exploration

® Real-time data are used in critical
activities, such as patient care

 Internal and external data sources to
improve and optimize costs and
quality

* Permanent data analysis mentality and
culture

® There is no global strategy for IS/IT

® There is no formal strategy

* Ad hoc strategies adopted by different
IS sub-areas to answer isolated
problems and needs

® IT governance processes are not
enforced and the organization does
not recognize their need

Strategy

® Development plans in silos and static
structures

® Lack of understanding of how to
achieve success

© The impact of high-level strategies
and goals is not mapped

 Strategic planning has little impact on
day-to-day operations, budgets and
resources

* Individuals are left on their own to
interpret goals, strategies and
priorities

® IT governance processes are casual
and uncoordinated

* Plans are shared between silos

* Different plans with a shared impact
are aligned

® Low prioritization between groups for
high-level projects, goals and plans

® There is a measuring tool (although
minimal) to assess success and/or
impacts

* A formal strategy with a technology-
centric tendency

* IT governance processes follow a
regular path

* Strategic plans share a common
format

e Strategic plans are shared with other
strategic initiatives

® Available metrics measure the impact
of high-level goals in each programme

* Projects are prioritized based on
impact and alignment with established
goals

® Increasingly inclusive planning for all
groups, plans and strategies

* IT governance processes are
documented and reported

® A specific group reviews goals and
measures progress

 Strategic goals become managed
programmes

® The strategy is regularly reviewed and
updated

* Funding processes are aligned to
support strategic goals

 Faster and more efficient planning and
impact analyzes

* Evolution strategies based on new
opportunities and developments in the
sector

* IT governance processes are
monitored and measured

N forms of achieving success

* Plans are agile and interactive

® Plans to change impacts are
understood and shared with other
plans

® Projects and costs are measured
against strategic goals

® Metrics support decision-making
processes connected with goals and

® A strategic review involves all
stakeholders for more comprehensive
initiatives

® Best IT governance practices are
followed and automated

* Inconsistency when performing
existing practices

® Lack of responsibility and capacity of
managers/staff

® Practices based on customs and habits

® Teams lack emotional involvement

® Lack of awareness about the relevance
of usability

* No initial training plan according to
the type of user

 Individualist attitude among ICT

professionals

AN

* Enforcement of a basic set of people
management practices

* Adoption of communication and
coordination procedures

 Introduction of performance
management

® People receive training

* Existence of continuing training plans
by type of user

® The IS/IT team may receive some
training in usability, although this is
provided during work, rather than as a
formal process

® The development of an
infrastructure to increase workforce
capacity

® Analysis and development of skills

® Human resource planning

® Recognition of the usability value

®]nternal awareness programmes on
usability

® Previously implemented work
practices are now standardized and
adjusted

® Development of careers, work groups
and practices, based on skills

e Participatory culture

* Integration of skills at work

® A small team with usability-related
responsibilities

® Formal training to expand usability
skills

o Sharing expert staff with other health
units

® Autonomous work groups

® Quantitative management of
performance and measured practices

* Management of organizational
capability

® Guidance and counselling

® All usability benchmarks are
implemented, including the existence
of a team focused on user experience

* Staff are trained and know how to
apply best practices when developing
assessment systems for internal and
external use

® Healthcare professionals must
participate in the definition/design of

their clinical pathways

AN

* Continuous improvement in
individual and work group skills

® Work groups are aligned with
organizational capability/performance

® Continuous human resource
innovation

® Business benefits are understood,
usability is completely acknowledged,
and the results are strategically used
by the organization

® Ongoing integrated development
training for teams

® Users are trained/encouraged to learn

new skills

17
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Electronic medical record

Stage |

Patient clinical data are administrative

only

 Independent client management and
departmental systems

® Primary records and clinical images in
microfilm or paper formats

® Requires access to paper-based
systems because not all repositories
are electronic

* Relies on statistical formats

* Content is kept in separate
repositories

® There is no master patient Index

system

(e 35Tpe b)) Sig S Cendls il

Stage Il

Integrated clinical diagnosis and
treatment support

e Integrated use of master patient index
with departmental systems to organize
content

® Early PACS and ERP integration

* DICOM images are accessed via
separate repositories

* Basic scanning of medical records in
selected areas only

® Record management for physical
content only

 Electronic integration with
administrative systems

® Administrative capabilities in resourcef§l
management, electronic discharge
submission, treatment schedule and
electronic claims/payment processing

Stage Il

® Clinical activity support

® Clinical documentation includes
electronic clinical order, report
results, prescriptions, multi-
professional care

® PACS available outside radiology

® Medical record recovery (EMR,
ECM, DICOM) through portals

® Limited EMR and DICOM
integration with heavy reliance on
unstructured content

® Limited electronic record
management

* EMR with limited interoperability

® CIS, LIS, RIS, PACS and
medication/pharmacy management
systems are implemented

Stage IV

® Adoption of clinical knowledge and
decision-making support

* Electronic access to guidelines, rules
alerts and support systems

® Closed-circuit medication
administration

® Large-scale PACS dissemination and
communication

* Internal portals used to access
repositories with relevant contents,
such as EMR and PACS

® EMR connection with automated ID,
barcodes and OCR for image
captioning

* Static forms replaced by e-forms

® Integrated CPOE with billing system

Stage V

Medical documents based on
structured templates

® QOutpatient and inpatient regimes

* PACS process innovation

e Complete PACS and patient medical
record integration

e Integration of specialized medical
modules

Stage VI

® Fully electronic medical records for all
areas

® Complete recovery of medical records
through an EMR-based portal

® Adoption of mobile telemedicine and
wireless access to clinical data

 Patient records become a collaborative
tool

* Complete point-of-care data (tablet,
voice or workstation)

* Management of audit requests, incidents
and investigations

¢ Content organized to support results-
based analyzes

® Use of BPM for cross-functional
processes

® Medical record use by several healthcare
providers

Information security

* Absence of policies to ensure I'T/IS
security

® Investment in security systems is not a
priority

® The impact of vulnerabilities is not
evaluated

® Early stage of conformity

® Lack of policies and procedures
defined to protect the organization

® No contingency plan in crisis
situations

® Reactive and unplanned security
control

® Goals change in response to attacks
with the implementation of some type
of protection

* Applications and network security
are implemented

® Changes are not managed in a
centralized way and security
requests are performed ad hoc

® Goals focus on business activities of
the organization and the protection
of central systems

* Systems are falsely perceived as
being protected

* Unique credentials for portal access

® Security awareness programmes are
adopted only for key resources

® IT security procedures are formally
defined

® Responsibility for IT security is
assigned, but execution is inconsistent

® Ability to perform some penetration
and detection tests

¢ Closely monitored and mandatory
access controls

® Centralized management of security-
related issues and policies

® Users are reliable, although system
interaction is perceived as a
vulnerability

* No ad hoc changes

* Implementation of central
configuration models, from which all
settings are derived

® Security policies and procedures are
in force

® Identity management of in/out
professionals

* Formal policies and procedures to
prevent, detect and correct security
problems

® Corporate governance aligned with
security needs

¢ Internal audit policies with published
results and implemented actions

e Identification of security issues/incidents
is systematically monitored

* Notification system for security incidents

® Email filters and intrusion detection
systems are used

Systems and it infrastructure

® Uncoordinated and unconnected
systems with limited applications

® LAN infrastructure

¢ Key financial and administrative
systems are implemented

¢ Infrastructural management is manual,
unarticulated and ad hoc

e At this level, IT focuses on downtime
avoidance

o [ack of monitoring causes reactive
and ad hoc procedures

® Unpredictable service performance

o Lack of interoperability awareness
and supporting processes

e Usability focuses on products and

processes, rather than on people

N\

* Internet-based infrastructure with
HIPAA

® Manual, yet coordinated,
infrastructure management

* Knowledge storage in silos

 Services are managed and predictable

® The organization is focused on
obtaining infrastructural control

* Interoperability solutions are firstly
applied in clinical/administrative areas§

® Product and service usability focused
on users

® Sporadic incursion in usability
practices with limited resources

AN

* Communication infrastructure based
on Secure HL7

* Infrastructure for collaboration and
knowledge-sharing

® Reactive, yet becoming proactive

® Stable IT infrastructure

® The organization recognizes the
importance of adopting norms and
best practices

¢ Cooperative infrastructure involving
medical communities

® Adoption of electronic prescriptions

® Implementation of international
coding of diseases,
alerts/contraindications for
educational purposes

* Incorporated nursing documentation
system

® Management of the emergency and
cardiology departments

* Interoperability guidelines defined for
healthcare norms, services, policies,
processes and legal compliance

EREWACR

 Fully connected and paper-free
infrastructure (SaaS model)

® Physician portal and patient portal

* Wireless infrastructure

® Available processing data tools for
research purposes

® Consolidated infrastructure level with
OaaS model and RaaS model

¢ Knowledge-sharing and collaboration
inside the team

® Proactive infrastructure and
continuous service improvement

 Interoperability assessment processes

* Infrastructure in a regional/national
network connecting all service providers

® Aggregate data from all hospitals and
regions enable governmental healthcare
planning initiatives

® Remote patient monitoring and
telemedicine

¢ Continuously improving interoperability
capability based on monitored process
feedback

® Focused on becoming a catalyst for
innovation

* Infrastructure for knowledge-sharing and
business collaborations, both internal and
external

IT/IS and healthcare stakeholders work 4
team 8
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Table 8. Final importance ranking of IST subareas.

Subarea (influencing factor) Sum | Rkl Sum 2 Rk2 Mean Final Rk
People 204 2 268 I 236.0 I
Electronic medical records 210 I 206 2 208.0 2
Systems and IT infrastructure 197 3 217 4 207.0 3
Strategy 188 8 224 3 206.0 4
Information security 195 5 193 5 194.0 5
Data analysis 196 4 176 6 186.0 6
Interoperability 195 5 109 7 152.0 7
PACS 190 74 92 8 141.0 8
Cooperation 166 2 8l 9 123.5 9
Usability 161 10 72 10 1 16.5 10
Telemedicine 148 Il 3 Il 5.5 Il
mHealth 132 12 |15 12 73.5 12

IT: information technology; PACS: picture archiving and communication system.

OB (etdl 3150
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% U7 Value-Based Care Creates New Challenges

for Systems

Healthcare Systems Rate Value-Based Care
Payment Models More Difficult to Implement

Tll;aditional{ -
x ayment Fee For Service
50% of Medicare payments Model

expected to be value-based in 2018

Shift to value-based care is coming...

= Other
(e,g, Shared Savings)

Global Payment
But healthcare systems are unprepared: - ¥ .
alue-

Based < Capitation
only 20% of healthcare CEOs Care =
say they are ready to fully implement Episode of Care /
value-based care Bundled Payments
0% 5% 10% 15% 20%

% of Payers Rating Model as Difficult to Implement

Adopting value-based care requires improving outcomes while controlling costs. Healthcare systems also face

difficulty in allocating payments in value-based care models. Digital health companies can help create tools to
analyze patient risk and generate actionable insight on how to provide more efficient care.

Fee for Service - Fixed fee payment for service rendered Capitation — Fixed budget of care for population of patients

Pay for Performance - Incentives to providers based on KPIs Bundled Payments - Single payment per episode of care

Global Payments - Fixed budget of care for population of patients with sophisticated rj&eﬂiiqstm ts jacorporated Other (Shared Savings) -Incentives to encourage cost saving
o % "“ﬂ“ ' ,..35
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Appropriation

$46.8 Billion

Grant Funds
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Hospitals

Program Area Agency Categories of Funds

Medicare
EHR Incentive

cCmS
Medicare

EHR Incentives via
Carriers & TPA

Program $745 M
$23.1B

N
Medicaid
’ CMS State Incentive via
EHR Incentive Medicaid Medicaid State Medicaid
Program L $300 M $1.05B
$21.6 B -
N / e N ( } i
Planning Grants b AL
(" HIEPlanning & ) > ) %.
Implementation Implementation Grants W \tate Desi AN
Y gnated —
L $300 M Py > \ ity g
. Oth

( EHR Adoption ) ONC L Loan Funds for States . : Provi(;egrs

Loan Program (

TBDg Health IT Research \

_ J L
4 N

Regional Tech Regional Tech Centers

Program

- J

Tribes [
CEEEEE
. .

GME
Training

esearch
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Several Benefits of Cloud

Computing in Healthcare

Improve Data Security
Ensures Compliance

Online Back-up Integrity
Ease of Software Updates
Removal of Non-care Activity
Scalabiliy and Flexibility

Increase Storage Capacity

0
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s o 20%, 40% 60% 80% ¥
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One example of a HIS vendor that claims to offer maturity model 5 solutions is
Epic?, which is used by many large health systems and hospitals around the
world. Epic does not disclose its pricing on its website, but some estimates suggest
that it costs $500 to $800 million to implement Epic for a large health systems.
However, this may not include the costs of hardware, maintenance, training,
customization, and integration with other systems.

Another example of a HIS vendor that may offer maturity model 5 solutions is
Cerner, which is another leading provider of health information technology
solutions. Cerner also does not disclose its pricing on its website, but some reports
Indicate that it charges $25 to $75 million for a single hospital implementation.
However, this may vary depending on the size and complexity of the hospital and
the scope of the project.

O kil 5
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https://www.himss.org/what-we-do-solutions/digital-health-transformation/maturity-models
https://link.springer.com/article/10.1007/s10916-018-1143-y
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